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BIG DATA:

SEIZING OPPORTUNITIES,

PREPARING FOR THE FUTURE
OF ARTIFICIAL INTELLIGENCE
PRESERVING VALUES

Executive Office of the President

Executive Office of the President
National Science and Technology Council
Committee on Technology

MAY 2014

October 2016
TRESIOZ,
ﬁ

o)
2
"J;’ - 5-“‘

https://obamawhitehouse.archives.gov/sites/
default/files/whitehouse_files/microsites/ostp/

NSTC/preparing_for_the future_of ai.pdf
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http://images.politico.com/global/2014/05/01/
big data_privacy report_may_ 1 2014.pdf
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“Algorithmic black box”

See Pasquale F (2015) The Black Box Society: The Secret Algorithm Behind
Money and Information. Harvard University Press, Massachusetts
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One Hundred Year Study on Artificial
Stanford Intelligence (AI100)
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Related Documents
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Download Full Report left

Peter Stone, Rodney Brooks, Erik Brynjolfsson, Ryan Calo, Oren Etzioni, Greg Hager, Julia Hirschberg, Shivaram Kalyanakrishnan, Ece Kamar, Sarit Kraus, Kevin Leyton-Brown,
David Parkes, William Press, AnnalLee Saxenian, Julie Shah, Milind Tambe, and Astro Teller. “Artificial Intelligence and Life in 2030.” One Hundred Year Study on Artificial 16
Intelligence: Report of the 2015-2016 Study Panel, Stanford University, Stanford, CA, September 2016. Doc: http://ai100.stanford.edu/2016-report. Accessed: Apr. 19, 2017.
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GDPRDEA IS

5815 #8Rl (General Provisions) SB15&~58545%
28 SRR (Principles) SB55&~38115%
$38E FT—HEHDEHEF (Rights of the data subject)

E1E1 BEAMRUFHE (Transparency and Modalities) 55125

It oAb

28 BEREMEAT—IANDT7I1 A (Information and access to personal data) 551355~ 56155%

e o A

E3E BHREMEAT—HIANDT7I1 A (Information and access to personal data) 551655~58205%&

F4E EFRFIUENRUOBENIE(CKBEANICET BRE (Right to object and automated individual decision-making) 55212&. 8
22%

e o A

E5 B EHIPR (Restrictions) £823%%
FaE TEHERUHUWEE (Controller and processor)

SE1ET —RARAIETE (General obligations) 25245 ~5531%%

281 BEAT—IDEEM (Security of Personal Data) 55325 ~55345%

SEI3E T —IMRELETHIESUERIODFFR] (Data Protection Impact Assessment and Prior Consultation) 283556 ~55365%

EAfl T—{RESTE (Data protection officer) 55375 ~58395%

B Bl ITENAREE M UNEREE (Codes of conduct and certification) 58405 ~55435%
BB FEERIIEFEENADEANT —IDIBEE (Transfers of personal data to third countries or international organisations) 58
445%~ 58505
e E MIZEEEHEI (Independent supervisory authorities)

161 JRIZDHAI (Independent status) 555158 ~E5545%
521 EEE, BFSNAUMEBR (Competence, Tasks and Powers) 55555 ~28595%
E7E WBHRU—BEM (Cooperation and consistency)
51687 %57 (Cooperation) SE605%k~55625%
281 —BM™ (Consistency) 5563%%~25675%
E3H NS —41RESZE (European Data Protection Board) 55685&~55765%
EE HiFE, BENEERUERA (Remedies, liability and penalties) 58775&~58845%
$oE FRREURIRRICEIT BME (Provisions relating to specific processing situations) 8855 hMS558915%
E10E FTETARUENEITAS (Delegated acts and implementing acts) 58925 ~585935%

$1158 H=$8%IA (Final Provisions) 58945~ 58995%
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Google developing kill switch for Al

® 8 June 2016 Technology «§ Share
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Google developing Kill Switch for Al, BBC news, http://www.bbc.com/news/
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Privacy by Design

Ryerson
University

Principle 1: Proactive not reactive:
preventative not remedial

Principle 2: Privacy as the default setting

Principle 3: Privacy embedded into design

AN CAVOUKIAN Principle 4: Full functionality: positive-sum, not

Zero-sum

] Principle 5: End-to-end security: full lifecycle

o protection

I Principle 6: Visibility and transparency: keep it
. open

s e ot e s ot s 57,5 Principle 7: Respect for user privacy: keep it

Cavoukian served for an unprecedented three terms as Commissioner. In that time, she

elevated the Office of the Information and Privacy Commissioner from a novice regulatory u s e r— C e n t r i C

body to a first-class agency, known around the world for its cutting edge innovation and

Privacy & Big Data Institute

Title:

Emai Address:

cavoukian@ryerson.ca

leadership. Dr. Cavoukian is best known for her creation of Privacy by Design — unanimously
adopted as an international framework for privacy and data protection in 2010; now

translated into 38 languages.

As of July 1, 2014, she began a new position at Ryerson University as the Executive Director htt p ://WWW- rye rso n . Ca/p bd i/p riva Cy_ by_d eSig n/7_
of the Privacy and Big Data Institute — Where Big Data meets Big Privacy. fo u n d at_i 0 n a I— p ri n Ci p I es/

http://www.ryerson.ca/pbdi/privacy-by-design/
32



Priva

=]

cy by DesignDE =

o« T4\ —(DIEBHIRER)NSEFICHEHMAHATN TS,

« BEANDRIDEIEAETHDBEHRIICHRESND),
o ISANNS—¢&tFaUTa. TS5/ —EEETO

TAD [mEl =218 D,

« TOUYATIIRRASTy T A
« TJS5A)\S—(FEETFDCETIFRL, BAAOO>

O—JLOEIR) TH D,

A NYE

. O35

SHBThdD,

VELE R & DALHRA TR,



AEBRERCET 3HER
OECD Privacy Principles

(Fair Information Practices)

Collection Limitation
Data Quality

Purpose Specification
Use Limitation
Security Safeguards
Openness

Individual Participation

0 N O U A WNPRE

Accountability

Revised July, 2013

RYERSON

UNIVERSITY

Ann Cavoukian, Welcome to Privacy and Big Data Analytics-by Design, http://www.ryerson.ca/
content/dam/pbdi/PbD-Seminar-slides.pdf

34



Privacy by DesignDiE 73 EF

Privacy by Design Application Areas

1.CCTV/Surveillance Cameras in Mass Transit Systems;
2.Biometrics Used in Casinos and Gaming Facilities;
3.Smart Meters and the Smart Grid;

4.Mobile Devices & Communications;

5.Near Field Communications (NFC);

6.RFIDs and Sensor Technologies;

/.Redesigning IP Geolocation Data;

8.Remote Home Health Care;

9.Big Data and Data Analytics.

Operationalizing Privacy by Design, http://www.ontla.on.ca/library/repository/mon/
26012/320221.pdf

35



SmartData

AICERAT]EEE =N TULVD,

PbD2.0
BIAT—FNHBESZIRET D,
AEIDOOoOO—>%ZEBELDIC. A /)\—FEETD B
Al ZEDH U, BADEFRMARICIE U TRADIEER
ZHRI DMENZEIRTDEVNDIEE
E3 W abrin

- OBEAT—FDREFREZEM. Q@7 —FDT7 IR —)lL=Z

[RIEBA] OHRITHEIT D, @TDIL—ILEZ(TIBHRADT
T REFCIHU Do

SRR

— EIRAJgelE. BEN T DIRNRICEDKD (CXHILT DDH,

Tomko G (2013) SmartData: The Need, the Goal and the Challenge. In: Harvey |, Globe A, Tomko G, Borrett D,
Kwan H, Hatzinakos D (eds) Smart Data: Privacy Meets Evolutionary Robotics. Springer, New York, pp 11-25



[PSI SMARTDATA INTERNATIONAL SYMPOSIUM

Privacy meets Evolutionary Robotics: Protecting our Freedoms with Virtual Tools SmartData
University of Toronto, Canada oo May 14-16, 2012

Privacy Meets Evolutionary Robotics

f [w]in]

Program The Identity, Privacy, and Security Institute (IPSI) at the University of Toronto in
association with the Information and Privacy Commissioner of Ontario are proud to
host the first International Symposium on SmartData.

Editors: Harvey, |, Cavoukian, A, Tomko, G_, Borrett, D., Kwan, H_,
Hatzinakos, D. (Eds.)

Speakers

Posters

SmartData is a vision to create Internet-based virtual agents which will act as an
individual's online proxy to securely store their personal information and disclose it
Resources based upon the context of the data request and instructions authorized by the data
subject.

Join us, as we feature a group of renowned international and local experts from a SmartData

W|de. range ‘of dlsapl'lnes, 'dlscussmg Foplcs such as eyolutlonary Py : - "
robotics/computing, cognitive science, dynamical systems, neuroscience/brain
imaging, philosophy of science, high performance reconfigurable computer systems
and disruptive technical innovation.

Registration

Contact

Free >
Preview

PrivacY COMMISSIONER

VOUKIAN http://www.springer.com/gp/
P book/9781461464082

NATIONAL SYMPOSIUM
16, 2012

SMARTDATA

A Message from Ontario’s Information & Privacy Commissiorer Dr. Ann Cavoukian on SmartData

http://www.ipsi.utoronto.ca/sdis/
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